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1. INDEPENDENT AUDITOR’S REPORT

INDEPENDENT AUDITOR’S ASSURANCE REPORT FOR THE PERIOD 1 JULY 2024 TO 30 JUNE 2025 ON
THE DESCRIPTION OF TIMELOG A/S’ SERVICES AND THE RELATING CONTROLS AND THEIR DESIGN
AND OPERATIONG EFFECTIVENESS

To: Management of TimeLog A/S
TimelLog A/S’ customers and their auditors

Scope

We have been engaged to report on the description in section 3 prepared by TimeLog A/S (the service pro-
vider) for the period 1 July 2024 to 30 June 2025 of its TimeLog A/S’ services and related controls, and on the
design and operating effectiveness of controls related to the control objectives stated in the description.

The service provider’s responsibilities

The service provider is responsible for preparing the statement in section 2 and the accompanying descrip-
tion, including the completeness, accuracy and the manner in which the statement and description is pre-
sented.

Furthermore, the service provider is responsible for providing the services included in the description, as well
as for stating the control objectives and designing and implementing effectively operating controls to achieve
the control objectives stated.

Auditor’s independence and quality assurance

We have complied with the requirements for independence and other ethical requirements of the International
Ethics Standards Board of Auditors' International Guidelines on the Conduct of Auditors (IESBA Code), which
are based on the fundamental principles of integrity, objectivity, professional competence and due diligence,
confidentiality and professional conduct, as well as ethical requirements applicable in Denmark.

BDO Statsautoriseret Revisionspartnerselskab applies International Standard on Quality Management 1 (ISQM
1) which requires that we design, implement and operate a system of quality management, including policies
or procedures regarding compliance with ethical requirements, professional standards and applicable legisla-
tion and other regulation.

Auditor’s responsibilities

Our responsibility is, on the basis of our procedures, to express an opinion on the service provider’s descrip-
tion and on the design and operational efficiency of controls related to the control objectives set out in this
description.

We have performed our work in accordance with International Standard on Assurance Engagements 3402 on
controls at a service provider. This standard requires that we plan and perform our procedures in order to ob-
tain reasonable assurance of whether the description is correct in all material respects and whether the con-
trols in all material respects are suitably designed and have operated effectively.

An assurance engagement to issue an opinion on the description and design, and operational

efficiency of controls at a service provider includes performing procedures to obtain evidence of the infor-
mation of the service provider’s description as well as of the controls' design and operational efficiency. The
selected procedures depend on the assessment by the service auditor, including the assessment of the risks
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that the description is not accurate and that the controls are not suitably designed or do not operate effec-
tively. Our actions have included tests of the operational efficiency of such controls, which we consider neces-
sary to provide a high degree of assurance that the control objectives set out in the description were
achieved. An assurance engagement of this type also includes an assessment of the overall presentation of
the description, the appropriateness of the control objectives stated therein, and the appropriateness of the
criteria specified and described by the service provider in section 2.

We believe that the evidence obtained is sufficient and appropriate to provide a basis for our opinion

Restrictions in controls at a service organisation

The service providers’ description is prepared to meet the common needs of a wide range of the company’s
customers and their auditors and, therefore, it may not include every aspect of the application of the TimeLog
A/S’ services which each individual customer may consider important in their own particular environment.
Moreover, due to their nature, controls at a service provider may not prevent or detect all errors or omissions
at the processing or reporting of transactions. Also, the projection of any evaluation of effectiveness to future
periods is subject to the risk that controls at a service organisation may become inadequate or fail.

Opinion
Our opinion has been formed on the basis of the matters accounted for in this report. The criteria we used in
forming our opinion are those described in the service provider’s statement in section 2. It is our opinion that:

a. The description of TimeLog A/S’ services and the relating controls, as designed and implemented
throughout the period from 1 July 2024 to 30 June 2025 is in all material respects are presented
fairly, and

b. The controls related to the control objectives stated in the description, in all material respects, were
suitably designed and implemented throughout the period from 1 July 2024 to 30 June 2025, and

c. The controls tested, which were those necessary to provide reasonable assurance that the control
objectives stated in the description were achieved, operated effectively throughout the period from 1
July 2024 to 30 June 2025.

Description of tests of controls
The specific controls which were tested, and results of those tests, are listed in section 4.

Intended users and purpose
This report is intended only for customers, who have used the service provider’s TimeLog A/S’ services, and

their auditors who have a sufficient understanding to consider it along with other information, including infor-
mation about the customer’s own controls, when obtaining an understanding of the customers’ information
systems relevant to the financial reporting.

Copenhagen, 13 October 2025

BDO Statsautoriseret Revisionspartnerselskab

Nicolai T. Visti Mikkel Jon Larssen
Partner, State-Authorised Public Accountant Partner, Head of Risk Assurance, CISA, CRISC
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2. TIMELOG A/S’ STATEMENT

TimelLog is a market leading Professional Services Automation (PSA) software, targeting consulting and advi-
sory company who aim to develop their business and optimise internal workflows all the way from the initial
contract to the final invoice.

The accompanying description has been prepared for TimeLog A/S’s customers and their auditors, who have
a sufficient understanding to consider TimeLog A/S’ services along with other information, including infor-
mation about controls used by the customers themselves, when obtaining an understanding of customers’ in-
formation systems relevant to the financial reporting.

TimeLog A/S uses subservice providers. These subservice providers relevant control objectives and related
technical and organisational measures, and other controls are not included in the accompanying description.

TimeLog A/S confirms that the accompanying description in section 3 fairly presents TimelLog A/S’ services
and the related controls at for the period 1 July 2024 to 30 June 2025. The criteria used in making this state-
ment were that the accompanying description:

1. Accounts for the TimeLog A/S’ services, and how the related controls were designed and imple-
mented, including accounts for:

e The types of services provided, including processed groups of transactions, when relevant.

e The processes in both IT systems and manual systems which are used to initiate the record and
process.

e How the system processed other significant events and matters than transactions.
e Relevant control objectives and controls designed to achieve these objectives.

e Controls which we have assumed would be implemented by the user companies with reference
to the design of the system, and which, if necessary to achieve the control objectives stated in the
description, are identified in the description along with the specific control objectives we cannot
achieve ourselves.

e Other aspects of our control environment, risk assessment process, information system (including
the related business processes) and communication, control activities and monitoring controls
which have been relevant to the processing and reporting of customer transactions.

2. Includes relevant details of changes to the controls relating to the service providers TimeLog A/S’ ser-
vices during the period 1 July 2024 to 30 June 2025.

3. Does not omit or distort information relevant to the scope of TimeLog A/S’ services and the related
controls considering that this description has been prepared to meet the general needs of a wide
range of customers and their auditors and, therefore, it cannot include every aspect of TimeLog A/S’
services which the individual customer may consider of importance to their special environment.
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TimeLog A/S confirms that the controls related to the control objectives stated in the accompanying descrip-
tion were suitably designed and operated effectively for the period from 1 July 2024 to 30 June 2025. The
criteria for making this statement were that:

1. The risks threatening the achievement of the control objectives stated in the description were identi-
fied.

2. The identified controls would, if performed as described, provide reasonable assurance that those
risks did not prevent the achievement of the control objectives stated.

Copenhagen, 13 October 2025

TimeLog A/S

Per-Henrik Ole Nielsen
CEO
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3. TIMELOG A/S’ DESCRIPTION OF TIMELOG A/S’ SERVICES

GENERAL DESCRIPTION OF TIMELOG A/S

The following description is prepared for the purpose of reporting on the IT general controls that TimeLog ap-
plies to support and safeguard provision of IT operations to its customers. The description focuses on busi-
ness-related control objectives and processes implemented to safeguard TimelLog provision of IT operations.

The purpose of the report is to provide TimeLog customers and their auditors with information regarding the
requirements of ISAE 3402, which is the international auditing standard for assurance reports on controls at
service organisations. In the following, a description of the general information security controls related to
TimelLog’s services to customers, will be provided.

The scope is exposure of the technical and organisational security measures which have been implemented in
connection with the operation of TimeLog. We have reviewed all the commonly accepted information security
controls specified in ISO 27002:2022. TimeLog has assessed its compliance with these controls as stated un-
der each control.

DESCRIPTION OF TIMELOG A/S’ SERVICES IN CONNECTION WITH OPERATING SAAS SERVICES AND
RELATED IT SYSTEMS

TimelLog is a market leading Professional Services Automation (PSA) software, targeting consulting and advi-
sory companies who aim high and have the ambition to develop their business and optimise internal work-
flows all the way from the initial contract to the final invoice. For more than 20 years, TimeLog has grown and
today it has offices in Denmark (HQ) and Malaysia.

TimelLog’s services cover time tracking, project management, automated project invoicing, resource manage-
ment, invoicing and finances, customer management, reporting, integrations, HR, and employee management.
An annual risk assessment is carried out and input for this assessment is obtained from all levels in the Com-

pany.

TimelLog uses sub-service suppliers within e-mail service, hosting, operating system, customer service soft-
ware, and outsourcing services.

RISK MANAGEMENT OF SERVICES

An annual risk assessment is carried out and input for this assessment is obtained from relevant levels in the
Company. The risk assessment is conducted to document TimelLog’s risk-based approach for selecting secu-
rity measures and provides an assessment of identified risks. The purpose of the risk assessment is to ensure
that the procedure and implemented security measures match the risk that occur, both when internal and ex-
ternal factors are taken into consideration.

The steps and methodology of the risk assessment follow the process which is considered part of the ISO/IEC
security standard. The residual risk is assessed based on the risk image and the implemented security
measures. In this way it is assessed whether the implemented security measures are adequate or if further
action should be taken.

TimelLog has a formal process for management of risks which result in specific action plans. The day-to-day
Management of TimeLog decides on the basis of the risk assessment whether an identified risk can be ac-

cepted, is to be reduced or whether insurance is required based on selected risks.

This report includes solely controls and control objectives for processes and controls that are managed by
TimelLog and, thus, it does not include controls or control objectives that are managed by sub-organisations.
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CONTROL FRAMEWORK, CONTROL STRUCTURE AND CRITERIA FOR CONTROL IMPLEMENTATION

TimeLog’s information security is defined on the basis of the objective to provide dedicated IT outsourcing
and high-quality infrastructure solutions, including stability and security.

The determination of criteria and scope of control implementation at TimelLog is based on the ISO
27002:2022 framework for management of information security. The following control areas in ISO 27002
were assessed:

e Clause 5: Organisational Controls
e« Clause 6: People Controls
o Clause 7: Physical Controls

o Clause 8: Technological Controls

Implemented control environment

The implemented controls are based on the services provided by TimelLog to customers and include control
areas and control activities within operation and hosting. All of the above areas are described in detail in the
following in separate paragraphs, and the described control objectives and controls for those areas in the par-
agraph on control objectives, controls, tests and result of tests are an integral part of the description.

5 Organisational Controls

TimelLog has implemented controls to ensure a general management of the information security including a
delegation of responsibilities and handling of material risks in accordance with the requirements of the Time-
Log’s Management.

A.5.1 Policies for information security

TimelLog’s information security policy creates the framework for an operational management system which
implements guidelines on how to handle information security in TimeLog. Responsibility placement, guide-
lines, risk management and IT contingency plans are therefore topics that are regulated under this manage-
ment system.

The information security policy covers all activities, including development, delivery, and services to Time-
Log’s customers. The information security policy is based on generally accepted methods and policies for in-
formation security, including best practice in complying with the principles described in the international
ISO/IEC 27002 standard. Furthermore, the policy is based on relevant rules, legal requirements, and guide-
lines within TimelLog’s business area.

The information security policy is provided in connection with employment, and all employees are required to
ensure they are updated periodically in relation to the information security policy. The policy is approved an-
nually. Finally, TimeLog suppliers/business partners are made familiar with the information security policy
when obtaining non-disclosure agreements. The information security policy is reassessed annually by the
Management.

A.5.2 Information security roles and responsibilities
Management takes an active part in the information security in the organisation. The formal responsibility, in-
cluding approval of the information security policy, is also that of the CEO.

All areas of responsibility for the information security are described in TimeLog’s information security policy
which clearly describes where the responsibility is placed in relation to information security and the contin-
gency planning.

The responsibilities of the employees follow their place in the organisation. The responsibilities of all staff in
relation to IT security are described in the information security policy.
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The CEO is always responsible for the data protection. Management has delegated this responsibility to the
Chief Technology Officer. The Chief Technology Officer manages together with the Compliance Officer the
operational responsibility for complying with personal data protection, internally and in relation to customer
data.

A.5.3 Segregation of duties
TimeLog’s functions and duties are segregated, to the extent possible given the size of the organisation, in
order to reduce the possibility of unauthorised or unintended use, change or misuse of data.

A.5.4 Management responsibilities
As regards employees, they commit, at their employment, to comply with the company’s policies, including the
security policy.

A.5.5 Contact with authorities
An overview of appropriate contacts with relevant authorities are available to all employees and are main-
tained to ensure problem free communication with authorities.

A.5.9 Inventory of information and other assets

TimeLog maintains an up-to-date asset inventory covering employee-assigned laptops, phones, and monitors.
It is ensured that asset records are created during onboarding, updated as needed, verified at off-boarding,
and reviewed annually to track ownership and plan upgrades.

A.5.19 Acceptable use of information and other associated assets
The employees’ use of IT equipment and data is subject to guidelines, defined in TimeLog’s information secu-
rity policy and employee handbook.

A.5.11 Return of assets
All employees are to return all received material when the employment contract ends. This is done through a
workflow placed at the People & Culture department.

A.5.14 Information transfer

TimelLog has implemented procedures and controls to ensure the secure transfer of protected information
across internal and external communication channels. Transfers are governed by documented policies and
monitored to prevent unauthorised disclosure or loss.

A.5.15 Access control

TimelLog has procedures for creation and closing down of users which are placed in our service desk system
in the form of workflows. This process is activated during on/off-boarding and when employees change posi-
tion and responsibilities within TimelLog.

All user rights, including access to network, drives and applications, are determined on the basis of their func-
tion. Company networks are separated physically and/or logically to ensure the correct authorised use.

A.5.16 Identity management
TimelLog has established procedures for registering and deregistering users, ensuring appropriate allocation,
protection, and revocation of authentication information throughout the user lifecycle.

A.5.17 Authentication information
TimeLog enforces password requirements for all employees and external consultants, supported by active
password management systems to ensure secure allocation and maintenance of access rights.
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A.5.18 Access rights

The service provider has implemented a formal user access provisioning process to assign, adjust, and revoke
access rights for all user types. Access rights are reviewed periodically and promptly revoked upon employee
offboarding or contract termination.

A.5.19 Information security in supplier relationships
TimelLog has defined and enforces information security requirements for all sub-service providers to ensure
the protection of data and continuity of services

TimelLog uses Unit-IT (since March 2024) as sub-supplier of backup. The service provided by Unit-IT includes:
- Backup
- Status update

TimelLog uses Dan Group Alarm as sub-supplier of physical security and monitoring. The service provided by
Dan Group Alarm includes:

- Monitoring of the physical location

- On-call services in case of alarm

TimelLog uses Amazon Web Service. The service provided by Amazon Web Services include:
- E-mail service.

TimelLog uses Microsoft. The service provided by Microsoft include:
- Operating systems.

TimelLog uses HubSpot. The service provided by HubSpot include:
- Customer service software.

TimelLog uses Pendo. The service provided by Pendo include:
- In-system support.

A.5.20 Addressing information security within supplier agreements
Information security requirements are formally agreed with relevant sub-service providers and embedded
within contractual arrangements to ensure compliance and risk mitigation.

A.5.22 Monitoring, review and change management of supplier services
If the sub-suppliers are an integral part of our services, we inspect the controls implemented by the supplier
by obtaining an ISAE 3402 auditor’s report.

In addition, relevant providers and consultants are to sign a non-disclosure agreement and confirm that they
are familiar with our security policy.

To the extent that TimeLog’s sub-suppliers store or otherwise manage personal data on behalf of TimeLog’s
customers in the course of the sub-supplier’s provision of services to TimeLog, the sub-supplier acts as data
processor solely according to instructions from TimeLog and TimeLog’s customer. Thus, TimeLog’s sub-sup-
pliers commit themselves to take the necessary technical and organisational security measures to ensure that
personal data are not accidentally or illegally destroyed, lost, or impaired, and that they are not disclosed to
unauthorised parties, misused or otherwise processed in violation of data protection legislation.

A.5.24 Information security incident management planning and preparation
TimelLog has defined roles and responsibilities for managing personal data breaches and established proce-
dures to ensure timely detection, reporting, and response to security incidents.
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A.5.25 Assessment and decision on information security events
Information security events are assessed to determine whether they qualify as incidents, in accordance with
defined criteria and escalation procedures.

A.5.26 Response to information security incidents
TimelLog responds to information security incidents in accordance with established procedures, ensuring ap-
propriate actions are taken to contain, mitigate, and resolve breaches effectively.

A.5.29 Information security during disruption
TimelLog has established and regularly tests contingency plans to ensure timely restoration of access to per-
sonal data and continuity of information security in the event of physical or technical disruptions.

A.5.35 Independent review of information security
TimelLog conducts regular independent reviews of information security policies and practices to ensure con-
tinued effectiveness and alignment with organisational and regulatory requirements.

A.5.36 Compliance with policies, rules and standards for information security
The service provider conducts regular reviews of procedures and controls to ensure compliance with internal
information security policies, standards, and applicable requirements.

A.5.37 Documented operating procedures

All operating procedures are included in TimeLog’s document management system and are available to rele-
vant staff who has a work-related need. They are enforced by DevOps scripts and platforms and reviewed
minimum once a year.

6 People Controls
TimelLog has implemented controls to ensure that employees are qualified and conscious of their tasks and
responsibilities in relation to information security.

A.6.1 Screening
TimelLog has implemented screening procedures to verify the suitability of personnel prior to employment, in

accordance with information security requirements.

A.6.2 Terms and conditions of employment
Employment and supplier contracts include provisions outlining responsibilities for information security and
confidentiality, including professional secrecy obligations for employees and external consultants.

A.6.3 Information security awareness, education and training

As regards employees, they are informed of all material changes to applicable policies and relevant proce-
dures. The employees are currently informed of personal data protection, so that there is a constant aware-
ness of how employees manage the work with personally identifiable data, their own as well as the customers’
data.

During the first 90 days of employment, the hiring manager and Head of People & Culture and Compliance
arrange onboarding meetings with new employees where relevant topics related to their job description is
carried out. All employees receive a general introduction on how TimeLog works with information security,
and everyone within TimeLog has access to the organisation’s information security policy.

It is mandatory for all TimeLog employees to complete awareness training courses which are assigned every
second month. The topics vary and are related to information security and data protection.

A.6.4 Disciplinary process
A formal and communicated disciplinary process is in place to address breaches of information security by
employees, ensuring appropriate actions are taken in line with organisational policies.
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A.6.5 Responsibilities after termination or change of employment
TimelLog has implemented an offboarding procedure to ensure timely revocation of access and reminds de-
parting personnel that confidentiality obligations remain in effect after termination.

A.6.6 Confidentiality or non-disclosure agreements
Confidentiality is part of the employment contracts.

A.6.7 Remote working
Policies and supporting security measures are implemented to protect information accessed, processed, or
stored at remote working locations, ensuring confidentiality, integrity, and availability.

A.6.8 Information security event reporting

Employees and contractors are required to report observed or suspected information security events. The ser-
vice provider ensures incidents are communicated to relevant parties in accordance with established proce-
dures.

7 Physical Controls

TimelLog has implemented controls to ensure that IT equipment is properly protected against unauthorised
physical access.

A.7.1 Physical security perimeters

TimelLog premises have access control in the form of a required systems key to ensure that only authorised
staff have access. Only TimeLog employees receive a key and a code. If suppliers, consultants, or other exter-
nal parties are to have access, this is only possible together with authorised personnel.

A.7.2 Physical entry
Secure areas are protected by appropriate entry controls to ensure that only authorised personnel can gain
access.

A.7.3 Securing offices, rooms and facilities
TimelLog premises have access control in the form of a system key to ensure that only authorised staff have
access.

A.7.7 Clear desk and clear screen
Screen lock is automatically activated after 5 minutes of inactivity, and employees are required to manually
lock their screens when leaving their workstation to protect sensitive information.

A.7.10 Storage media
TimelLog has implemented procedures for management of removeable media. These procedures are made
available to TimeLog employees.

A.7.14 Secure disposal or re-use of equipment
TimelLog securely deletes data from data-bearing media prior to re-use or disposal. EqQuipment is either physi-
cally destroyed or repaired under supervision, and records of destroyed assets are maintained.

8 Technological Controls

A.8.1 User endpoint devices
Policies and security measures are implemented to manage risks associated with mobile and endpoint de-
vices. Rules are established for leaving equipment unattended to prevent unauthorised access.

A.8.2 Privileged access rights
Privileged access rights are granted based on work-related requirements and are subject to strict control and
regular review to prevent unauthorised use.
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A.8.3 Information access restriction
Access to information and application system functions is restricted in accordance with the access control pol-
icy, ensuring that users only have access necessary for their role.

A.8.4 Access to source code
To prevent unauthorised functionality or other harmful changes, access to source code is restricted to a mini-
mum.

A.8.5 Secure authentication
TimeLog has implemented procedures and measures to ensure that users are securely authenticated when
accessing systems, applications and services

A.8.6 Capacity management

Monitoring of capacity has been implemented in relation to internet, network, servers, disk space and log files.
TimelLog receives reporting from GlocalConnect and Microsoft Azure and other tools, which are used in the
planning of purchase of additional capacity. Data from monitoring are registered and evaluated currently.

A.8.7 Protection against malware
Controls are implemented to detect, prevent, and recover from malware infections, supported by user aware-
ness measures to reduce the risk of compromise.

A.8.8 Management of technical vulnerabilities

Scanning for updates to systems is done by means of Windows update. Hereafter, TimelLog’s formal proce-
dure for patching is followed. In accordance with our service agreement with Unit-It (since March 2024), all
patching and all vulnerability scanning fall under their domain.

A.8.13 Information backup

In order to protect against loss of data, TimelLog has established a backup policy and provided adequate
backup facilities to ensure that all essential information and software can be recovered following a disaster or
media failure.

A.8.15 Logging
TimelLog has implemented internal procedures to ensure that alarms are addressed in order to respond to rel-

evant incidents and act accordingly. All relevant alarms are shown on a big screen within normal working
hours and to the on-duty officer during on-duty periods. All alarms are reviewed daily by TimeLog’s Team Op-
erations and are reported to customers where relevant.

Incidents are registered in different channels depending upon circumstances. Incidents concerning breach in
relation to the processing of personal data are reported directly to the Compliance Officer.

System administrators’ actions are logged automatically.
Monitoring has been set up for the purpose of future analysis of errors and incidents.
A.8.17 Clock synchronisation

Clocks of relevant information processing systems are synchronised to a single, authoritative time source to
ensure consistency across logs and security-related events.

A.8.19 Installation of software on operational systems
TimelLog has implemented formal procedures for installing software on operational systems to ensure only
authorised and tested software is deployed.
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A.8.20 Networks security

The network is structured according to best-practice principles, preventing direct internet access to applica-
tion servers. Known technologies and security mechanisms are used to protect the internal network from un-
authorised access and threats.

A.8.21 Security of network services

TimelLog ensures that appropriate security controls are implemented to protect network services, including
access management, encryption, monitoring, and segmentation. Security requirements are contractually de-
fined and regularly reviewed as part of the organisation’s risk management and compliance processes.

A.8.22 Segregation of networks

TimelLog has implemented network segregation to ensure that systems cannot communicate directly unless
explicitly authorised. Segmentation controls are in place to reduce attack surfaces and limit lateral movement
across environments.

A.8.24 Use of cryptography

A policy governing the use of cryptographic controls for information protection has been established and im-
plemented. This includes requirements for the secure generation, distribution, use, storage, and retirement of
cryptographic keys throughout their lifecycle.

A.8.25 Secure development life cycle

A secure development lifecycle (SDLC) policy has been defined and implemented to ensure that security is
integrated into all phases of system and software development. This includes requirements for threat model-
ling, secure coding practices, code review, and testing prior to deployment.

A.8.27 Secure system architecture and engineering principles

Principles for secure system architecture and engineering have been defined, documented, and applied to all
relevant implementation activities. These principles support confidentiality, integrity, and availability by em-
bedding security throughout design and development processes.

A.8.30 Outsourced development

Outsourced system development activities are subject to supervision and monitoring to ensure compliance
with defined security requirements. Controls are in place to manage risks related to third-party development
and to safeguard the integrity of the development process

A.8.31 Separation of development, test and production environments

Development, test, and production environments are functionally separated to prevent unauthorised changes
and reduce operational risk. All changes are version-controlled and tested prior to deployment. Secure devel-
opment environments are maintained throughout the system development lifecycle.

A.8.32 Change management

TimelLog has established formal change management procedures to govern system modifications. Changes to
operating platforms and business-critical applications are reviewed, tested, and approved to prevent adverse
impacts on operations or security.

CHANGES IN THE PERIOD FROM 1 JULY 2024 TO 30 JUNE 2025

TimeLog has not made any significant changes to TimeLog A/S’ services and the associated technical and or-
ganisational security measures and other controls in the period from 1 July 2024 to 30 June 2025.
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COMPLEMENTARY CONTROLS WITH THE CUSTOMER

The customer is obligated to implement the following technical and organisational security measures and
other controls to reach the control objectives and thereby comply with the data protection legislation:

e Administration and periodical review of own user profiles and system resources.

e Maintaining traceability in third-party software managed by the customer.

e Compliance with applicable Service Level Agreement which is available on TimelLog’s website.
e Correct setup of roles and privileges on the system administration of the product.

e Password management of API users related to the TimelLog product.
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4. CONTROL OBJECTIVES, CONTROLS, TEST AND RESULTS OF TESTS

Objective and scope

BDO has performed the work in accordance with International Standard on Assurance Engagements (ISAE)
3402 relating to controls at a service provider.

BDO has performed procedures to obtain evidence of the information of TimeLog’s description of TimeLog
A/S’ services and of the design, implementation and operating effectiveness of these relating controls. The
selected procedures depend on BDO’s assessment, including the assessment of the risks that the description
is not fairly presented and that the controls are not suitably designed and operating effectively.

BDO’s test of the design of controls and the implementation hereof have included the control objectives and
related control activities selected by TimelLog A/S, and which are described in the following control form.

In the control form, BDO has described the tests performed and considered necessary to obtain reasonable
assurance about whether the stated control objectives were achieved and whether the related controls were
suitably designed and operated effectively throughout the period from 1 July 2024 to 30 June 2025.

Performed test procedures

Tests of the design of controls and the implementation and operating effectiveness hereof were performed by
inquiry, inspection, observation and re-performance.

Type Description

Inquiry Inquiries with relevant personnel at TimeLog have been made for all significant control activities.

The inquiries were made to obtain knowledge and additional information about implemented
policies and procedures, including how the control activities are performed, and to obtain con-
firmed evidence of policies, procedures and controls.

Inspection Documents and reports, which include information about the performance of the control, have
been read for the purpose of assessing the design and monitoring of the specific controls, in-
cluding whether the controls are designed so that they may be expected to become effective, if
implemented, and whether the controls are sufficiently monitored and checked at suitable inter-
vals.

Tests have been performed of significant system structures of technical platforms, databases,
and network equipment to ensure that controls have been implemented, including for example
assessment of logging, back-up, patch management, authorisations and access controls, data
transmission, and inspection of equipment and locations.

Observation The use and existence of specific controls have been observed, including tests to ensure that
the control has been implemented.

Re-performance Controls have been re-performed to obtain additional evidence that the controls operate as
assumed.

For the services provided by Amazon Web Service within e-mail service, we have received from independent
audi-tor SOC 1 for the sub-processor’s technical and organisational security measures and other controls for
the period from 1 April 2024 to 31 March 2025.

For the services provided by Microsoft within operating systems, we have received from independent auditor
SOC 1 for the sub-processor’s technical and organisational security measures and other controls for the period
from 1 April 2024 to 31 March 2025.

For the services provided by HubSpot within Customer service software, we have received from independent

auditor SOC 2 for the sub-processor’s technical and organisational security measures and other controls for
the period from 1 May 2023 to 30 April 2024 and related Bridge letter for the SOC 2 report.
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For the services provided by Pendo within in-system support and guide for users, we have received from inde-
pendent auditor SOC 2 for the sub-processor’s technical and organisational security measures and other con-
trols for the period from 1 January 2024 to 31 December 2024.

For the services provided by Unit IT A/S within outsourcing services division, we have received from inde-
pendent auditor ISAE 3402 for the sub-processor’s technical and organisational security measures and other
controls for the period from 1 January 2024 to 31 December 2024.

For the services provided by INSCALE within offshore development, we have received from independent audi-
tor ISO/IEC 27001:2022 certification for the sub-processor’s technical and organisational security measures
and other controls for the period from 1 June 2022 to 31 May 2025.

This subservice provider’s relevant control objectives and related controls are not included in TimeLog’s de-
scription of TimeLog A/S’ services and the related controls. Accordingly, we have only inspected the docu-
mentation received and tested the controls at TimeLog A/S, which ensure monitoring of the subservice pro-
vider’s fulfilment of the agreement entered between the subservice provider and TimeLog A/S.

Result of test
The result of the tests performed indicates whether the described test has given rise to note exceptions.

An exception exists when:
e Controls have yet to be designed or implemented to fulfil a control objective.

e Controls related to a control objective are not suitably designed, implemented or operating effectively.
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Risk assessment

Control objective

Control activity

Test performed by BDO

Result of test

Risk assessment

To ensure that the service provider performs
an annual risk assessment in relation to the
foundation of the technical and organisational
security measures.

> Avrisk assessment is performed currently,
and at least once a year, based on po-
tential risks to data availability, confiden-
tiality and integrity.

»  The vulnerability of systems and pro-
cesses are assessed based on identified
threats.

P> Risks are minimised based on the as-
sessment of their probability, conse-
quences and derived implementation
costs.

> Risk assessments are updated currently,
but at least once a year.

We have made inquiries with relevant personnel.

We have inspected the risk assessments pre-
pared by the service provider and observed that
these risk assessments include risks to data
availability, confidentiality, and integrity.

We have inspected the risk assessment and ob-
served that evaluations of potential threats have
been prepared, where these threats are identi-

fied based on their consequence and likelihood.

We have inspected that the risk assessment has
been reviewed during the declaration period
and observed this review is part of the service
provider’s annual cycle of control.

No exceptions noted.
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A.5 Organisational controls

Control objective

Control activity

Test performed by BDO

Result of test

Policies for information security

To ensure current suitability, adequacy, effec-
tiveness of Management'’s direction and sup-
port for information security in accordance
with business, legal, statutory, regulatory and
contractual requirements, according to
ISO/IEC 27002 A.5.1.

> Aset of policies for information security
is defined and implemented.

> The policy includes a guarantee of assis-
tance and obligation to achieve compli-
ance with relevant requirements, laws
and regulations.

»  The information security policy is re-
viewed and up-dated at least once a
year.

We have made inquiries with relevant personnel.

We have inspected that the service provider has
implemented an information security policy and
observed that its purpose is to support the ser-
vice provider's activities by ensuring the stability
in the availability of the organisation's infor-
mation assets, the confidentiality of sensitive
data, the integrity of data content and compli-
ance with relevant laws and regulations.

We have inspected the information security pol-
icy has been reviewed during the declaration pe-
riod.

No exceptions noted.

Information security roles and responsibili-
ties

To establish a defined, approved and under-
stood structure for implementation, operation
and management of information security
within the organisation, according to ISO/IEC
27002 A5.2.

> The service provider has a clearly divided
organisation in relation to information se-
curity and has de-tailed descriptions of
responsibilities and roles for the individ-
ual employees.

We have made inquiries with relevant personnel.

We have inspected the service provider's proce-
dure for roles and responsibilities and observed
that the service provider has delegated the re-
sponsibilities for information security to individ-
ual roles.

No exceptions noted.

Segregation of duties

To reduce the risk of fraud, errors and evasion
of information security measures, according to
1 ISO/IEC 27002 A.5.3.

»  The conflicting functions and responsibili-
ties of the service provider are segre-
gated, to the extent possible, to reduce
the possibility of unauthorised or uninten-
tional use, modification or misuse of data.

We have made inquiries with relevant personnel.

We have inspected that the service provider has
assigned user rights based on a need-to-know
basis and restricted access accordingly, and we
have observed that this is done to reduce the
possibility of unauthorised or unintentional use
of data.

No exceptions noted.
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A.5 Organisational controls

Control objective

Control activity

Test performed by BDO

Result of test

Management responsibilities

To ensure that Management understands its
role in information security and initiates proce-
dures aiming to ensure all personnel is aware
of and fulfil their information security responsi-
bilities, according to ISO/IEC 27002 A.5.4.

» Management ensures that all employees
and contractors are informed about and
maintain the service provider's require-
ments for information security.

We have made inquiries with relevant personnel.

We have inspected that the service provider's
Head of People & Culture and Compliance is re-
sponsible for ensuring that new employees have
read and understood the service provider's infor-
mation security policy.

By random sampling, we have inspected that
new employees during the declaration period
have acknowledged that they have read and un-
derstood the service provider's information se-
curity policy.

No exceptions noted.

Contact with authorities

To ensure appropriate flow of information
takes place with respect to information secu-
rity between the organisation and relevant le-
gal, regulatory and supervisory authorities. ac-
cording to ISO/IEC 27002 A.5.5.

»  The service provider keeps up to date
with news from authorities.

We have made inquiries with relevant personnel.

We have inspected that the service provider
stays updated with regulatory authorities, receiv-
ing newsletters from the Danish Data Protection
Agency.

No exceptions noted.

Inventory of information and other associ-
ated assets

To identify the organisation's information and
other associated assets in order to maintain in-
formation security and assign appropriate
ownership, according to ISO/IEC 27002 A.5.9.

»  Assets associated with information and
information processing facilities have
been identified and an inventory of these
assets has been drawn up and main-
tained.

»  Each asset used is assigned to an owner.

We have made inquiries with relevant personnel.

We have inspected the service provider's inven-
tory of assets and observed that it is associated
with information and information processing fa-

cilities.

We have inspected the service provider's inven-
tory of assets and observed that each asset
used is assigned to an owner.

No exceptions noted.
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Control objective

Control activity

Test performed by BDO

TIMELOG A/S

Result of test

Acceptable use of information and other as-
sociated assets

To ensure authorised access and to prevent
unauthorised access to information and other
associated assets, according to ISO/IEC
27002 A.5.10.

»  The organisation has established rules
for acceptable use of assets and infor-
mation.

We have made inquiries with relevant personnel.

We have inspected the service provider's em-
ployee instructions and observed that they in-
clude guidelines for the use of assets, stating
that the service provider's assets are to be used
for business purposes only.

No exceptions noted.

Return of assets

To protect the organisation's assets as part of
the process of changing or terminating em-
ployment, contract or agreement., according
to ISO/IEC 27002 A.5.11.

»  In connection with the termination of em-
ployment, all employees and external
party users are returning handed over as-
sets.

We have made inquiries with relevant personnel.

We have inspected the service provider's proce-
dure for off-boarding and observed that the ser-
vice provider has developed a checklist with
items to ensure that assets are returned.

We have noted that a procedure for off-board-
ing has been implemented. We have assessed
the effectiveness of the procedure on a sample
basis and observed that, for 1 out of 4 samples,
there is no documentation of the timely return
of assets.

No further exceptions noted.

Information transfer

To maintain the security of information trans-
ferred within an organisation and with any ex-
ternal interested party., according to ISO/IEC
27002 A.5.14.

»  The service provider has implemented
procedures and controls to ensure that
protected information transfers.

We have made inquiries with relevant personnel.

We have inspected the service provider's proce-
dure for information transfer and observed that
confidential information must be transferred via
encrypted transmission and should only be
shared with third parties if there is a legitimate
reason.

No exceptions noted.
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A.5 Organisational controls

Control objective

Control activity

Test performed by BDO

Result of test

Access control

To ensure information and other associated
assets are appropriately protected, used and
handled., according to ISO/IEC 27002 A.5.15.

»  Access control policy is set up to manage
registrations and de-registrations of user
access.

»  The service provider only gives co-work-
ers access to networks and network ser-
vices that they are authorised to use.

We have made inquiries with relevant personnel.

We have inspected that the service provider has
implemented a policy for access control to man-
age registration and de-registrations.

We have inspected the service provider's policy
for access to networks and network services and
observed that access is granted with the mini-
mum user privileges required, where users only
have the rights necessary for their job functions.

By random sampling we have inspected that em-
ployees have gained access to network and net-
works services they are authorised to use.

No exceptions noted.

Identity management

To allow for the unique identification of individ-
uals and systems accessing the organisation's
information and other associated assets and to
enable appropriate assignment of access
rights, according to ISO/IEC 27002 A.5.16.

»  The service provider has set up a proce-
dure for registering and deregistering the
user in connection with the allocation of
access rights.

We have made inquiries with relevant personnel.

We have inspected the service provider's proce-
dure for user registration and deregistration in
connection with the allocation of access rights.

No exceptions noted.

Authentication information

To ensure proper entity authentication and
prevent failures of authentication processes,
according to ISO/IEC 27002 A.5.17.

»  The service provider has established re-
quirements for passwords which must be
followed by all employees and external
consultants.

»  The service provider has set up pass-
word management systems and these
are active.

We have made inquiries with relevant personnel.

We have inspected the established require-
ments for passwords and observed that these
requirements are enforced for all employees and
external consultants.

No exceptions noted.
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A.5 Organisational controls

Control objective

Control activity

Test performed by BDO

Result of test

We have inspected the service provider's policy
for password and observed that the service pro-
vider encourages the employees to use pass-
word manager.

We have inspected the service provider set up
policies for the use of password management
systems and observed that these are active.

Access rights

To ensure that access to information and other
associated assets is defined and authorised in
accordance with the business requirements,
according to ISO/IEC 27002 A.5.18.

»  The service provider has established a
formal user access provisioning process
to assign or revoke access rights for all
user types to all systems and services.

»  Users and user rights are reviewed at
regular intervals.

> The service provider has established a
procedure for the revocation and adjust-
ment of access rights.

>  The service provider revokes and adjusts
access rights when employees leave,
and agreements terminate.

We have made inquiries with relevant personnel.

We have inspected the service provider has es-
tablished a formal user access provisioning pro-
cess to assign or revoke access rights.

By random sampling, we have inspected that as-
signed and revoked access rights during the
declaration period and observed that the service
provider revokes and assigns for all user types
to all systems and services.

We have inspected the procedure for review of
user access rights and observed that the review
should be performed regularly.

We have inspected that the service provider has
performed review of user access rights during
the declaration period.

We have inspected that the service provider has
established a procedure for the revocation and
adjustment of access rights.

By random sampling, we have inspected ad-
justed and revoked access rights during the dec-
laration period and observed that the service

No exceptions noted.
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A.5 Organisational controls

Control objective

Control activity

Test performed by BDO

Result of test

provider adjusts and revokes access rights when
employees leave, and agreement terminate.

Information security in supplier relationships

To maintain an agreed-upon level of infor-
mation security in supplier relationships, ac-
cording to ISO/IEC 27002 A.5.19.

»  The service provider has set information
security requirements for the used sub
service providers.

We have made inquiries with relevant personnel.

We have inspected that the service provider has
considered and determined information security
requirements when using subservice providers.

No exceptions noted.

Addressing information security within sup-
plier agreements

To maintain an agreed-upon level of infor-
mation security and provision of services in ac-
cordance with the supplier agreements, ac-
cording to ISO/IEC 27002 A.5.20.

» Information security requirements are
agreed upon with relevant subservice
providers.

We have made inquiries with relevant personnel.

We have inspected that the service provider has
agreed information security requirements with
relevant subservice providers.

No exceptions noted.

Monitoring, review and change management
of supplier services

To maintain an agreed-upon level of infor-
mation security and provision of services in ac-
cordance with supplier agreements, according
to ISO/IEC 27002 A.5.22.

»  The organisation regularly monitors, re-

view and audit supplier services delivery.

»  The service provider assesses any
changes to supplier services.

We have made inquiries with relevant personnel.

We have inspected that the service provider has
conducted monitoring of suppliers and observed
that the service provider has obtained audit re-
ports from suppliers.

We have inspected documentation for monitor-
ing of suppliers and observed that the service
provider has addressed the results from the au-
dit reports.

No exceptions noted.
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A.5 Organisational controls

Control objective

Control activity

Test performed by BDO

Result of test

Information security incident management
planning and preparation

To ensure prompt, effective, consistent and or-
derly response to information security inci-
dents, including communication on information
security events, according to ISO/IEC 27002
A.5.24.

>  Management responsibilities and roles
have been established in connection with
breaches of personal data security.

»  The organisation has implemented pro-
cedure for breach of personal data secu-
rity.

We have made inquiries with relevant personnel.

We have inspected the service provider's proce-
dure for incident management and observed
that the responsibility for handling information
security incidents is established.

We have inspected that the service provider has
established procedures within the incident man-
agement procedure and observed that these are
procedures designed to ensure effective inci-
dent handling and the security of the organisa-
tion’s network, information systems, and ser-
vices.

Upon inquiry we have been informed that no in-
formation security breaches have occurred dur-
ing the declaration period. Therefore, we have
not been able to test implementation and effec-
tiveness.

We have noted that the service provider has es-
tablished procedures regarding information se-
curity incidents. We have not been able to test
the implementation and effectiveness of the
control, as there have been no information se-
curity incidents during the declaration period.

No exceptions noted.

Assessment and decision on information se-
curity events

To ensure effective categorisation and prioriti-
sation of information security events, accord-
ing to ISO/IEC 27002 A.5.25.

» Information security events are assessed,
and it is decided if they are to be classi-
fied as information security incidents.

We have made inquiries with relevant personnel.

We have inspected the service provider's proce-
dure for incident management and observed
that the incidents are assessed.

Upon inquiry we have been informed that no in-
formation security breaches have occurred dur-
ing the declaration period. Therefore, we have
not been able to test implementation and effec-
tiveness.

We have noted that the service provider has es-
tablished a procedure for incident manage-
ment. We have not been able to test the imple-
mentation and effectiveness of the control, as
there have been no information security inci-
dents during the declaration period.

No exceptions noted.
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A.5 Organisational controls

Control objective

Control activity

Test performed by BDO

Result of test

Response to information security incidents

To ensure efficient and effective response to
information security incidents, according to
ISO/IEC 27002 A.5.26.

»  The organisation decides on information
security breaches in accordance with its
procedures.

We have made inquiries with relevant personnel.

We have inspected the service provider’s proce-
dure for incident management and observed
that, after assessing and identifying an infor-
mation security incident, immediate decisions
must be made to implement measures to miti-
gate the confirmed incident.

Upon inquiry we have been informed that no in-
formation security breaches have occurred dur-
ing the declaration period. Therefore, we have
not been able to test implementation and effec-
tiveness.

We have noted that the service provider has es-
tablished a procedure for incident manage-
ment. We have not been able to test the imple-
mentation and effectiveness of the control, as
there have been no information security inci-
dents during the declaration period.

No exceptions noted.

Information security during disruption

To protect information and other associated
assets during disruption, according to ISO/IEC
27002 A.5.29.

»  The service provider has established a
contingency plan that ensures rapid re-
sponse time to restore the availability of
and access to personal information in a
timely manner in the event of a physical
or technical incident.

P> The service provider has implemented
controls to ensure the continuity of infor-
mation security.

»  The service provider has established pe-
riodic testing of the contingency plan in
order to ensure that the contingency
plans are up-to-date and effective in criti-
cal situations.

»  Contingency tests are documented and
evaluated.

We have made inquiries with relevant personnel.

We have inspected that the service provider has
established a contingency plan and observed
that the service provider has set recovery times
for systems.

We have inspected the service provider's contin-
gency plan and observed that the service pro-
vider has defined the responsibilities for roles
that should be contacted in case of an incident.

We have inspected that the service provider has
performed test of the contingency plan and ob-
served that this test is documented and evalu-
ated during the declaration period.

No exceptions noted.
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A.5 Organisational controls

Control objective

Control activity

Test performed by BDO

Result of test

Independent review of information security

To ensure the continuing suitability, adequacy
and effectiveness of the organisation’s ap-
proach to managing information security, ac-
cording to ISO/IEC 27002 A.5.35.

»  The service provider performs regular re-
views of their policies.

We have made inquiries with relevant personnel.

We have inspected a selection of the service
provider's policies and observed that they have
been updated and reviewed during the declara-
tion period.

No exceptions noted.

Compliance with policies, rules and stand-
ards for information security

To ensure that information security is imple-
mented and operated in accordance with the
organisation’s information security policy,
topic-specific policies, rules and standards, ac-
cording to ISO/IEC 27002 A.5.36.

»  The service provider carries out regular
reviews of relevant procedures and con-
trols.

»  The service provider conducts a regular
review of compliance with the organisa-
tion’s information security policies and
standards.

We have made inquiries with relevant personnel.

We have inspected a selection of the service
provider's procedures and observed that they
have been updated and reviewed during the
declaration period.

We have inspected the service provider’s proce-
dure for technical compliance review and ob-
served that the service provider conducts regu-
lar reviews of the systems and services to en-
sure they comply with the policies and proce-
dures.

No exceptions noted.

Documented operating procedures

To ensure correct and secure operation of in-
formation processing facilities, according to
ISO/IEC 27002 A.5.37.

»  Operating procedures have been devel-
oped and made available to relevant em-
ployees.

We have made inquiries with relevant personnel.

We have inspected that the service provider has
developed operational procedures and ob-
served that these are available to the relevant
employees.

No exceptions noted.
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A.6 People controls

Control objective

Control activity

Test performed by BDO

Result of test

Screening

To ensure that all employees are qualified for
the roles, for which they are considered, and
that they remain qualified during their employ-
ment, according to ISO/IEC 27002 A.6.1.

»  Screening of potential employees before
hiring in the form of interviews and test
cases are established.

We have made inquiries with relevant personnel.

We have inspected the service provider's proce-
dure for screening and recruiting employees and
observed that the service provider is required to
perform screening of potential candidates.

By random sampling we have inspected that the
service provider has performed screening of
new employees.

No exceptions noted.

Terms and conditions of employment

To ensure personnel understand their infor-
mation security responsibilities for the roles for
which they are considered, according to
ISO/IEC 27002 A.6.2.

»  The contract describes the persons con-
cerned and the organisation's responsi-
bility for information security.

»  All employees have signed an employ-
ment contract containing a provision on
professional secrecy.

»  External suppliers/consultants are subject
to a duty of confidentiality when entering
into a contract.

We have made inquiries with relevant personnel.

We have inspected the service provider's tem-
plate for employment contracts and observed
that employees agree to comply with the em-
ployee handbook and the service provider's in-
formation security policy.

We have inspected the service provider’s hiring
process and observed that it requires new em-
ployees to acknowledge that they have read the
service provider's information security policy.

By random sampling we have inspected that
new employees during the declaration period
have acknowledged that they have read and un-
derstood the service provider's information se-
curity policy.

We have inspected the service provider's tem-
plate for employee contracts and observed that
employees agree to confidentiality regarding the
service provider's business.

No exceptions noted.
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A.6 People controls

Control objective

Control activity

Test performed by BDO

Result of test

By random sampling we have inspected the em-
ployment contracts and observed that new em-
ployees have signed and acknowledged the
terms and conditions in the contracts.

We have inspected the template for non-disclo-
sure agreements with external consultants and
observed that the external consultants sign to
confirm that they will use the confidential infor-
mation solely for the intended purpose and not
for their own benefit.

By random sampling we have inspected that ex-
ternal consultants have signed a non-disclosure
agreement and observed that they are only per-
mitted to use information from the service pro-
vider for the execution of their consulting pur-
poses.

Information security awareness, education
and training

To ensure that employees and relevant stake-
holders are aware of and observe their infor-
mation security responsibilities, according to
ISO/IEC 27002 A.6.3.

»  All employees of the organisation are re-
ceiving appropriate awareness education
and training in accordance with data pro-
tection and information security, in con-
tinuation of the employment.

»  Anintroductory course is held for new
employees, including information secu-
rity.

»  The organisation conducts ongoing
awareness training and quizzes of em-
ployees in accordance with information
security and handling thereof.

We have made inquiries with relevant personnel.

We have inspected the service provider's proce-
dure for awareness training and observed that
the service provider continuously conducts train-
ing for employees regarding information secu-
rity.

We have inspected that the service provider
uses training modules and observed that these
modules include topics related to information se-
curity.

We have inspected that the service provider has
introductory modules for awareness available
and observed that all employees have com-
pleted modules regarding information security.

No exceptions noted.
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A.6 People controls

Control objective

Control activity

Test performed by BDO

Result of test

Disciplinary process

To ensure personnel and other relevant inter-
ested parties understand the consequences of
information security policy violation, to deter
and appropriately deal with personnel and
other relevant interested parties who commit-
ted the violation., according to ISO/IEC 27002
A6.4.

»  There is a formal and communicated dis-
ciplinary process in place, to act against
employees who have committed an infor-
mation security breach.

We have made inquiries with relevant personnel.

We have inspected the service provider's em-
ployee instructions and observed that there is a
section addressing the potential disciplinary ac-
tion if an employee commits a breach of infor-
mation security.

Upon inquiry, we have been informed that no
employees have been subject to disciplinary ac-
tion, and therefore, we have not been able to
test implementation and effectiveness.

We have noted that the service provider has es-
tablished an instruction regarding disciplinary
action. We have not been able to test the imple-
mentation and effectiveness of the control, as
there have been no disciplinary action during
the declaration period.

No exceptions noted.

Responsibilities after termination or change
of employment

To protect the organisation's interests as part
of the process of changing or terminating em-
ployment or contracts., according to ISO/IEC
27002 A.6.5.

»  The organisation has developed and im-
plemented a procedure for offboarding
employees.

»  Upon resignation, the employee is in-
formed that the signed confidentiality
agreement is still valid.

We have made inquiries with relevant personnel.

We have inspected the service provider's proce-
dure for off-boarding and observed that the ser-
vice provider has developed a checklist that in-
cludes items to ensure that mobile equipment is
returned and that confidentiality obligations re-
main in effect after termination.

By random sampling, we have inspected that
employees upon resignation are informed that
the signed confidentiality agreement remains
valid after termination of employment.

No exceptions noted.

Confidentiality or non-disclosure agreements

To maintain confidentiality of information ac-
cessible by personnel or external parties, ac-
cording to ISO/IEC 27002 A.6.6.

»  Requirements for confidentiality or non-
disclosure agreements reflecting the or-
ganisation’s needs for the protection of

We have made inquiries with relevant personnel.

We have inspected the service provider's tem-
plate for employee contracts and observed that

No exceptions noted.
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A.6 People controls

Control objective

Control activity

Test performed by BDO

Result of test

information, are identified, and docu-
mented.

employees commit to maintaining confidentiality
regarding the service provider's business.

By random sampling, we have inspected em-
ployment contracts and observed that new em-
ployees have signed and acknowledged the
terms and conditions in the contracts.

We have inspected the template for non-disclo-
sure agreements with external consultants and
observed that the external consultants confirm
they will use confidential information solely for
the intended purpose and not for their own ben-
efit.

By random sampling, we have inspected signed
non-disclosure agreements from external con-
sultants and observed that they are only permit-
ted to use information from the service provider
for the execution of their consulting activities.

Remote working

To ensure information security when employ-
ees are working remotely, according to
ISO/IEC 27002 A.6.7.

> Policy and supporting security measures
are implemented to protect information
accessed, processed and stores at tele-
working sites.

We have made inquiries with relevant personnel.

We have inspected the service provider's policy
for teleworking and observed that a VPN must
be used for remote access to the service provid-
er's production environment.

We have inspected that it is not possible to ac-
cess the service provider's production environ-
ment without using a VPN.

No exceptions noted.
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Control objective

Control activity

Test performed by BDO

Result of test

Information security event reporting

To support timely, consistent and efficient re-
porting of information security incidents which
can be identified by employees, according to
ISO/IEC 27002 A.6.8.

»  The service provider reports information
security incidents to relevant parties.

»  Employees and contractors using the or-
ganisation’s systems and services are re-
quired to note and report any observed
or suspected information security weak-
nesses in systems or services.

We have made inquiries with relevant personnel.

We have inspected the service provider’s proce-
dure for incident management and observed
that the service provider has streamlined the
process for reporting information security inci-
dents.

We have inspected the service provider's proce-
dure incident management and observed that all
employees are required to report suspicious ac-
tivities and information security incidents.

Upon inquiry we have been informed that no in-
formation security incidents have occurred dur-
ing the declaration period. Therefore, we have
not been able to test implementation and effec-
tiveness.

We have noted that the service provider has es-
tablished a procedure for incident manage-
ment. We have not been able to test the imple-
mentation and effectiveness of the control, as
there have been no information security inci-
dents during the declaration period.

No exceptions noted.
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A.7 Physical controls

Control objective

Control activity

Test performed by BDO

Result of test

Physical security perimeters

To prevent unauthorised physical access,
damage and interference to the organisation's
information and other associated assets, ac-
cording to ISO/IEC 27002 A.7.1

»  Security perimeters have been defined
and used to protect areas that contain ei-
ther sensitive or critical information.

We have made inquiries with relevant personnel.

We have inspected the service provider’s proce-
dure for physical security of facilities and secu-
rity perimeter.

We have inspected relevant security perimeter,
to ensure that security measures have been im-
plemented to prevent unauthorised access.

No exceptions noted.

Physical entry

To ensure that only authorised physical access
to the organisation's information and other as-
sociated assets occurs, according to ISO/IEC
27002 A7.2

»  Secure areas are protected by appropri-
ate entry controls to ensure that only au-
thorised personnel are allowed access.

We have made inquiries with relevant personnel.

We have inspected the service provider’s proce-
dure for physical access control an observed the
service provider has established physical entry
controls.

We have inspected that personal access is pro-
tected by appropriate entry controls to ensure
that only authorised personnel are allowed ac-
cess.

No exceptions noted.

Securing offices, rooms and facilities

To prevent unauthorised physical access,
damage and interference to organisation’s in-
formation and other associated assets in of-
fices, rooms and facilities, according to
ISO/IEC 27002 A.7.3

»  Physical security for offices rooms and fa-
cilities has been designed and applied.

We have made inquiries with relevant personnel.

We have inspected the information security pol-
icy and observed that physical security has been
applied to protect offices, rooms, and facilities.

No exceptions noted.
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A.7 Physical controls

Control objective

Control activity

Test performed by BDO

Result of test

Clear desk and clear screen

To reduce the risks of unauthorised access,
loss of and damage to information on desks,
screens and in other accessible locations dur-
ing and outside normal working hours, accord-
ing to ISO/IEC 27002 A.7.7.

> Screen lock is activated automatically af-
ter 5 minutes.

>  Employees must activate screen lock
when leaving the client.

We have made inquiries with relevant personnel.

We have inspected the service provider's secu-
rity baselines and observed that there is an auto-
matic screen lock after five minutes.

We have inspected the service provider's proce-
dure for physical controls and observed that em-
ployees must lock their screens when leaving
equipment unattended.

No exceptions noted.

Storage media

To ensure only authorised disclosure, modifi-
cation, removal or destruction of information
on storage media, according to ISO/IEC 27002
A.7.10.

> The service provider has developed and
implemented a procedure for managing
removable media.

> The service provider uses encrypted re-
movable media for the storage of per-
sonal data.

»  The service provider has developed and
implemented a procedure for the secure
disposal of media where information is
stored.

> The service provider ensures the secure
disposal of media, including media where
information is stored, to ensure that
stored information cannot be accessed.

We have made inquiries with relevant personnel.

We have inspected the service provider's proce-
dure for physical controls and observed that
rules are in for managing removable media.

We have inspected that the service provider
uses encryption on removable media.

We have inspected the service provider's proce-
dure for media disposal and observed that the
service provider ensures the secure disposal of
media.

Upon inquiry, we have been informed that no
media have been disposed during the declara-
tion period, and therefore we have not been
able to test implementation and effectiveness.

We have noted that the service provider has es-
tablished a procedure for media disposal. We
have not been able to test the implementation
and effectiveness of the control, as there has
been no disposal of media during the declara-
tion period.

No exceptions noted.
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Control objective

Control activity

Test performed by BDO

Result of test

Secure disposal or re-use of equipment

To prevent leakage of information from equip-
ment to be disposed or re-used, according to
ISO/IEC 27002 A.7.14.

> The service provider gets IT equipment
repaired on-premises and monitors the
repair.

>  The service provider disposes of IT
equipment by physical destruction of
data-bearing media.

> The service provider securely deletes
data on data-bearing media.

»  The service provider keeps a record of
destroyed IT equipment.

We have made inquiries with relevant personnel.

We have inspected the service provider's proce-
dures for repair and disposal of IT equipment
and observed that an external technician must
repair the equipment at the service provider’s
supervision.

We have inspected the service provider's proce-
dures for repair and disposal of IT equipment
and observed that during the disposal of IT
equipment, either a complete deletion or de-
struction of the disk is performed.

We have inspected the list of destroyed IT
equipment and observed that no IT equipment
has been destroyed during the declaration pe-
riod. Therefore, we have not been able to test
implementation and efficiency.

We have noted that the service provider has es-
tablished a procedure for disposal and repair of
IT equipment. We have not been able to test
the implementation and effectiveness of the
control, as there has been no destroyed IT
equipment during the declaration period.

No exceptions noted.
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Control objective

Control activity

Test performed by BDO

Result of test

User endpoint devices

To protect information against the risks intro-
duced by using user endpoint devices, ac-
cording to ISO/IEC 27002 A.8.1.

»  Policy and supporting security measures
are adopted to manage the risk introduces
by using mobile devices.

»  The service provider has established rules
for leaving equipment unattended.

We have made inquiries with relevant person-
nel.

We have inspected the service procedure for
user and data rights and observed that the ser-
vice provider is managing the risk of using mo-
bile devices.

We have inspected the service physical control
and observed that employees are advised to
not leave equipment unattended.

No exceptions noted.

Privileged access rights

To ensure that only authorised users, soft-
ware components and services are provided
with privileged access rights, according to
ISO/IEC 27002 A.8.2.

»  Privileged user rights are assigned based
on work-related needs.

We have made inquiries with relevant person-
nel.

We have inspected the service provider's policy
for privileged access rights and observed that
such access rights are granted based on a
need-to-know principle.

We have inspected the users with privileged
rights at the service provider and observed that
the service provider has a limited number of us-
ers with privileged rights, and these users have
a work-related need for such access.

By random sampling, we have inspected the
creation of privileged users and observed that
privileged user rights are assigned based on a
work-related need.

No exceptions noted.
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Control objective

Control activity

Test performed by BDO

Result of test

Information access restriction

To ensure only authorised access and to pre-
vent unauthorised access to information and
other associated assets, according to ISO/IEC
27002 A.8.3.

»

Access to information and application sys-
tem functions have been restricted in ac-
cordance with the access control policy.

We have made inquiries with relevant person-
nel.

We have inspected that the service provider
delegates access rights according to infor-
mation and systems based on a work-related
need.

No exceptions noted.

Access to source code

To prevent unauthorised functionality, avoid
unintentional or malicious changes and to
maintain the confidentiality of valuable intel-
lectual property, according to ISO/IEC 27002
A8.4.

Access to program source code is re-
stricted to relevant users.

We have made inquiries with relevant person-
nel.

We have inspected that the service provider has
restricted the access to program source code to
relevant users.

No exceptions noted.

Secure authentication

To ensure that a user or an entity is securely
authenticated when access to systems, appli-
cations and services is granted, according to
ISO/IEC 27002 A.8.5.

The service provider has established logical
access control for systems with personal in-
formation, including two-factor authentica-
tion.

We have made inquiries with relevant person-
nel.

We have inspected the service provider's pro-
cedure for user and data rights and observed
that multi-factor-authentication is required to ac-
cess the service provider’s systems.

No exceptions noted.

Capacity management

To ensure the required capacity of infor-
mation processing facilities, human resources,
offices and other facilities, according to
ISO/IEC 27002 A.8.6.

The use of resources is monitored and ad-
justed, and future capacity requirements
are projected to ensure that the required
system performance is obtained.

We have made inquiries with relevant person-
nel.

We have inspected the service provider's ca-
pacity management procedure and observed

No exceptions noted.
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Control objective Control activity Test performed by BDO Result of test

that the service provider monitors the collected
parameters.

By random sampling, we have inspected a se-
lection of alerts collected by the service pro-
vider from monitoring and observed that the
service provider has ensured the system perfor-
mance is maintained.

Protection against malware

To ensure that information and other associ- »  Controls are implemented for detection, We have made inquiries with relevant person- No exceptions noted.
ated assets are protected against malware, prevention, and recovery to protect against | nel.
according to ISO/IEC 27002 A.8.7. malware, combined with appropriate user

awareness. We have inspected the service provider's pro-

cedure for protection against malware and ob-
served that the service provider continuously
monitors that antivirus software is installed and
updated.

We have inspected the service provider's con-
figurations for devices and servers and ob-
served that antivirus software is installed on

them.

Management of technical vulnerabilities
To prevent exploitation of technical vulnera- » Information about technical vulnerabilities We have made inquiries with relevant person- No exceptions noted.
bilities, according to ISO/IEC 27002 A.8.8. of information systems being used is ob- nel.

tained in a timely fashion, the organisation’s

exposure to such vulnerabilities is evalu- We have inspected the service provider's pro-

ated and appropriate measures are taken cedure for vulnerability scanning and observed

to address the associated risk. that vulnerability scans are conducted quarterly

by an external party with the results docu-
mented in a report.

We have inspected that the service provider has
identified vulnerabilities in the vulnerability
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Control activity

Test performed by BDO

Result of test

scanning report and observed that the service
provider has mitigated these vulnerabilities.

We have inspected that the service provider has
documented their plan for handling and mitiga-
tion of weaknesses found.

Information backup

To enable recovery from loss of data or sys-
tems, according to ISO/IEC 27002 A.8.13.

»  Backup copies of information software and
system images are taken and tested regu-
larly in accordance with an agreed backup
policy.

We have made inquiries with relevant person-
nel.

We have inspected the service provider's
backup policy and observed that backups of
servers are performed daily.

We have inspected that daily backups of serv-
ers are performed and observed that the ser-
vice provider regularly tests backups.

We have inspected that the service provider has
performed restore tests during the declaration
period.

No exceptions noted.

Logging

To record incidents, generate evidence, en-
sure the integrity of log information, prevent
against unauthorised access, identify infor-
mation security events which may lead to in-
formation security incidents and support in-
vestigations, according to ISO/IEC 27002
A.8.15.

»  Eventlogs recording user activities excep-
tions faults and information security events
shall be produced, kept, and monitored.

»  Logging facilities and log information are
being protected against tampering and un-
authorised access.

»  System administrator and system operator
activities have been logged, and the logs
are protected.

We have made inquiries with relevant person-
nel.

We have inspected that event logs recording
user activities, exceptions, faults, and infor-
mation security events are generated, retained,
and monitored.

We have inspected that only users with privi-
leged rights can clear the log and observed that
it is not possible to tamper the log.

No exceptions noted.
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Control activity

Test performed by BDO

Result of test

We have inspected that the service provider
logs system administrator’s activities and ob-
served that the system administrators cannot
edit the logs.

Clock synchronisation

To enable the correlation and analysis of se-
curity-related events and other recorded data,
and to support investigations into information
security incidents, according to ISO/IEC
27002 A.8.17.

»  The clocks of all relevant information pro-
cessing systems within the organisation or
security domain have been synchronised to
a single reference time source.

We have made inquiries with relevant person-
nel.

We have inspected that the domain controller
enforces time synchronisation of all connected
servers.

No exceptions noted.

Installation of software on operational sys-
tems

To ensure the integrity of operational systems
and prevent exploitation of technical vulnera-
bilities, according to ISO/IEC 27002 A.8.19.

»  The service provider has implemented pro-
cedures for software installation on opera-
tional systems.

We have made inquiries with relevant person-
nel.

We have inspected that the service provider's
installation of software on operational systems
is performed by supplier.

We have inspected that the supplier performs
security patches and updates on the service
provider’s operational systems on a weekly ba-
sis.

No exceptions noted.
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Control activity

Test performed by BDO
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Networks security

To protect information in networks and sup-
porting information processing facilities from
compromising via the network, according to
ISO/IEC 27002 A.8.20.

»  The network topology is structured accord-
ing to best-practice principles, which means
that servers that run applications cannot be
accessed directly from the Internet.

> The service provider uses known network
technologies and mechanisms to protect in-
ternal network.

We have made inquiries with relevant person-
nel.

We have inspected the service provider’s net-
work topology and observed that the servers
that run applications cannot be accessed di-
rectly from the Internet.

We have inspected the service provider's net-
work topology and observed that the service
provider uses mechanisms such as firewalls and
VPNs to protect the internal network.

We have inspected that the service provider’s
firewall is configured and validated by supplier.

No exceptions noted.

Security of network services

To ensure security in the use of network ser-
vices, according to ISO/IEC 27002 A.8.21.

»  The service provider has implemented/re-
quired appropriate security measures to
protect its network services.

We have made inquiries with relevant person-
nel.

We have inspected that the service provider up-
dates the firewall and software for identifying
network vulnerabilities.

No exceptions noted.

Segregation of networks

To divide the network with security limitations
and to control traffic between them based on

business needs, according to ISO/IEC 27002

A.8.22.

»  The service provider has divided its net-
work so that the systems cannot communi-
cate directly.

We have made inquiries with relevant person-
nel.

We have inspected the service provider's net-
work and observed that the network has been
segmented and cannot communicate with each
other directly.

No exceptions noted.
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ISAE 3402 ASSURANCE REPORT

TIMELOG A/S

A.8 Technological controls

Control objective

Control activity

Test performed by BDO

Result of test

Use of cryptography

To ensure proper and effective use of cryp-
tography to protect the confidentiality, au-
thenticity or integrity of information according
to business and information security require-
ments, and taking into consideration legal,
statutory, regulatory and contractual require-
ments related to cryptography, according to
ISO/IEC 27002 A.8.24

» A policy for the use of cryptographic con-
trols for protection of information has been
developed and implemented.

> A policy on the use protection and lifetime
of cryptographic keys has been developed
and implemented through their whole
lifecycle.

We have made inquiries with relevant person-
nel.

We have inspected the service provider's policy
for cryptographic controls and observed that
the service provider has encrypted web con-
nections between server and services using
HTTPS.

We have inspected the service provider's policy
for keys and observed that keys are automati-
cally renewed every year as soon as they ex-
pire.

We have inspected the relevant control for ad-
ministration of keys and observed that SSL keys
are updated.

No exceptions noted.

Secure development life cycle

To ensure information security is designed
and implemented within the secure develop-
ment life cycle of software and systems, ac-
cording to ISO/IEC 27002 A.8.25.

> The service provider has developed proce-
dures and controls for the development of
systems and software in the organisation.

We have made inquiries with relevant person-
nel.

We have inspected the service provider's pro-
cedure for secure development and observed
that security-by-design is an integrated part of
the procedure.

No exceptions noted.
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ISAE 3402 ASSURANCE REPORT

TIMELOG A/S

A.8 Technological controls

Control objective

Control activity

Test performed by BDO

Result of test

Secure system architecture and engineering
principles

To ensure information systems are securely
designed, implemented and operated within
the development life cycle, according to
ISO/IEC 27002 A.8.27.

>

Principles for engineering secure systems
have been established, documented, main-
tained and applied to any information sys-
tem implementation efforts.

We have made inquiries with relevant person-
nel.

We have inspected the service provider's pro-
cedure for secure development and observed
that the developers must follow these.

By random sampling we have inspected a selec-
tion of changes made and observed that the de-
velopment is according to the procedure for se-
cure development.

No exceptions noted.

Outsourced development

To ensure that the information security
measures required by the organisation are
implemented in outsourced system develop-
ment, according to ISO/IEC 27002 A.8.30.

The organisation is supervising and moni-
toring the activity of outsourced system de-
velopment

We have made inquiries with relevant person-
nel.

We have inspected the service provider's policy
for secure development and observed that out-
sourced developers must comply with the ser-
vice provider's policy for secure development.

By random sampling we have inspected that ex-
ternal consultants have signed non-disclosure
agreements and confirmed that they are only
authorised to use the service provider’s infor-
mation for the performance of their consulting
activities.

No exceptions noted.

Separation of development, test and pro-
duction environments

To protect the production environment and
data from compromise as a consequence of

>

A functional separation between develop-
ment and operation has been introduced.

We have made inquiries with relevant person-
nel.

No exceptions noted.
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ISAE 3402 ASSURANCE REPORT

TIMELOG A/S

A.8 Technological controls

Control objective

Control activity

Test performed by BDO

Result of test

development and test activities, according to
ISO/IEC 27002 A.8.31.

>

>

Modifications of functionality are tested be-
fore it is put into operation.

Development and testing are performed in
development environments that are sepa-
rate from production systems.

A version control system is used which reg-
isters all changes in source code.
Development and test environments are
separate.

There is established appropriately protect
secure development environments for sys-
tem development and integration efforts
that cover the entire system development
lifecycle.

We have inspected the service provider's pro-
cedure for change management and observed
that development and change tasks must be
verified before being deployed to the produc-
tion environment.

By random sampling, we have inspected devel-
opment changes and observed that these have
been approved by one or more individuals.

We have inspected the service provider's net-
work topology and observed that the service
provider has segmented their development en-
vironment, test environment, and production en-
vironment.

We have inspected the service provider's use of
a version control system and observed that all
changes to the source code are registered.

We have inspected the service provider's pro-
cedure for secure development environments
and observed that enforced separation of envi-
ronments.

Change management

To maintain information security when execut-
ing changes, according to ISO/IEC 27002
A.8.32.

The service provider has established
change management procedures.

The service provider has developed proce-
dures for system changes.

When operating platforms are changed
business critical applications are reviewed
and tested to ensure there is no adverse
impact on organisational operations or se-
curity.

We have made inquiries with relevant person-
nel.

We have inspected the service provider's
change management procedure and observed
that changes are submitted for review and must
go through a quality assurance process before
being deployed to the production environment.

By random sampling we have inspected a selec-
tion of changes made and observed that these
have been approved, tested, documented and

No exceptions noted.
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TIMELOG A/S

A.8 Technological controls

Control objective

Control activity

Test performed by BDO

Result of test

implemented in the production environment, ac-
cording to the change management procedure.
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